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I.
A.

INTRODUCTION

Snowden’s Sudden Scandal

“I think it is important to recognize that you can’t have 100%
security and then also have 100% privacy and zero inconvenience .
. . . [w]e are going to have to make some choices as a society.” 1
So said President Barack Obama in the wake of former
intelligence contractor Edward Snowden’s disquieting disclosure of
clandestine governmental surveillance of American citizens. 2
*The author would like to thank his family, his staff editors, and the Law
Review Editorial Board for their help and support throughout the writing
process.
1 Michael Pearson, Obama: No One Listening To Your Calls, CNN (June 9,
2013),
available
at
http://www.cnn.com/2013/06/07/politics/nsa-datamining/index.html (quoting President Barack Obama).
2 See James Ball, Edward Snowden NSA Files: Secret Surveillance and
Our Revelations So Far, THE G UARDIAN (Aug. 21, 2013), available at
http://www.theguardian.com/world/2013/aug/21/edward-snowden-nsa-filesrevelations (summarizing Edward Snowden’s revelations eleven weeks after
his initial bombshell disclosures; specifically, that the U.S. government
continued previously-disclosed warrantless wiretapping and that it operated
secret surveillance programs designed to compile and scrutinize telephone and
email records in concert with some of the world’s most powerful technology
1450
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AMFORD
HE SHADOW
: THE
ULTRA
-SECRET
NSA
2d 3899,
Ill., T
2006)
(holdingFACTORY
that the
state
secrets
privilege
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procedures
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proposals for
Litigation,
75 G EO
exhaustive
of the state
privilege
concluding
that the
21st centuryhistory
U.S. surveillance
withsecrets
the dual
goals ofand
mitigating
governmental
privilege
tilts too
strongly in
favor on
of protecting
security).
surveillance’s
debilitating
effects
liberty interests
and remedying various
58 An issue
is improper
judicial
examination.
LACK
ICHARD
’S LAW
A.
ambiguities
and that
inefficiencies
in for
existing
programs);
see See
also BR
DOSNER
P
ICTIONARY
, NOT882
A S
(8th
UICIDE
ed. P2004);
ACT: THE
see C
also
ONSTITUTION
CONSTITUTIONAL
IN A TIME
LAWOF
: STRUCTURE
NATIONAL
AND
E
MERGENCY
RIGHTS 30-32
IN O UR
(2006)
FEDERAL
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apparatuses
and
taken
place
within the
LatCrit the
entity,
efforts
62 there
This
surveillance
which plaintiffsInseek
to
continue a tactics
process from
of institutionalization.
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to the
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60 439 F. Supp. 2d 974, 1011 (N.D. Cal. 2006) (denying, in a rare victory for
LatCrit
in 2011, the space is home to The Living Justice Center
plaintiffs,
the government’s
motion
to dismiss
based
on the
state serves
secrets
8 The
physical
facility
and the LatCrit
Community
Campus.
privilege). But see Al-Haramain Islamic Found. v. Bush, 507 F.3d 1190, 1197
as
a means “to level the playing field and give LatCrit activists a
(9th Cir. 2007) (applying the state secrets privilege, thereby preventing the
9 The space is intended
fighting
to be heard.”
plaintiffs chance
from determining
whether
they were actually the subjects of

surveillance); El-Masri v. United States, 479 F.3d 296, 303 (2006) (applying
the state
a controversy
extraordinary
rendition
to secrets
serve privilege
as the inhub
of their involving
educational,
research,
for a German
citizen
in CIA
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